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The State of Cybersecurity



State of Cybersecurity

IBM Cost of a Data Breach Report 2024

• $4.88 Million
The average global cost of a data breach

• $9.36 Million
The average cost of a data breach in the 
US

• 258 Days 
average time to identify and contain a 
data breach



Are we getting better at detecting attacks?

• YES!

• 42% of breaches 
were identified by 
the organization's 
security teams and 
tools

• 24% of breaches 
were disclosed by 
the attacker



Cost and Frequency of Cyberattacks

• We need to understand 
the cost versus 
frequency of cyber 
attacks in developing our 
security programs

• 74% of breaches involve 
a human element

• External actors are 
involved in 83% of 
attacks

Frequency
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Ransomware

• In 2015, ransomware accounted for less 
than 1% of monthly cyber attacks

• In 2023, ransomware attacks accounted 
for over half (52%) of monthly attacks

• In five years, the typical loss from 
Ransomware incidents has grown from 
$686K to $3.7M

• Total estimated losses from Ransomware 
have grown 140X over the last 10 years

Cyentia Institute – 2024 CISA Ransomware Report



Cyber Attack 
Case Studies 



Human Vulnerabilities - Scattered Spider & ALPHV

• Threat Actor group Scattered Spider has joined forces with the 
Ransomware group APLHV using BlackCat Ransomware

• Scattered Spider used ransomware from ALPHV (BlackCat), a 
ransomware-as-a-service operation, to carry out the MGM and 
Caesars breaches and many Healthcare attacks over the last year

• Scattered Spider is skilled in social engineering, using persuasive 
voice phone calls (vishing) to gain system access

• Scattered Spider uses employee information from sources such 
as LinkedIn and the Dark Web to call the target victim’s IT help 
desk to reset their password and/or MFA account



Scattered Spider Attack

Gather intel on employees 
from LinkedIn, Social Media 
& Dark Web

Choose a target victim 
likely to have high privilege

Perform Vishing
- Contact target IT Help Desk
- Impersonate a privileged user
- Get IT to reset MFA of the victim user

Compromise Okta 
super administrator

Create Domain Admin 
Accounts on AD

Create Admin on 
Okta Sync Server

Exfiltrate sensitive data 
from network

Encrypt VMs w/Blackcat 
ransomware

Systems go down when 
servers are encrypted

Scattered 
Spider



Human Vulnerabilities – Stolen Credentials

• February 8th – Change Healthcare employee credential for Citrix remote 
access found on the Dark Web 

• February 17th – ALPHV/BlackCat  gained access to the Change Healthcare 
network through their Citrix Server

• February 21st - Change Healthcare reported "enterprise-wide connectivity" 
issues early in the morning. 

• Later in the day, Optum said Change Healthcare was experiencing a network 
disruption due to a cybersecurity threat, and it immediately disconnected its 
systems

• On March 1st, Change Healthcare paid a 22-Million-dollar ransomware 
payment to ALPHV/BlackCat

• On April 8th  Ransomhub demanded a second payment, or they will release 
4TB of stolen data

• The total cost of the response is now predicted to be between $2.3 billion 
and $2.45 billion this year



Human Vulnerabilities – Stolen Credentials

Stolen Change Healthcare Citrix Credentials - Source: Hudson Rock



Known Vulnerabilities – Johnson Controls attack

• Johnson Controls suffered a massive 
ransomware attack on September 22 – 25, 
2023

• Johnson Controls is a multinational 
conglomerate that manufactures industrial 
control systems, security equipment, air 
conditioners, and fire safety equipment

• Dark Angels ransomware group posted this 
message and demanded $51 Million to provide 
the decryptor and delete stolen data

• Dark Angels claim to have stolen over 27 TB of 
corporate data and encrypted the company's 
VMWare ESXi virtual machines during the 
attack



Known Vulnerabilities – Johnson Controls attack

• There are two primary ways attackers can 
target ESXi servers
• Exploit CVE-2021-29174
• Obtain AD Domain account to create ESXi root 

account

• VMware disclosed the ESXi vulnerability in 
February 2021 and simultaneously issued a 
patch for it 

• Since then, attackers have targeted it heavily, 
making CVE-2021-29174 one of the most 
exploited vulnerabilities in 2021 and 2022



Zero-day Vulnerabilities – MOVEit breach

• Progress Software published an advisory on Wednesday, May 
31, 2023, warning of a critical SQL injection vulnerability in their 
MOVEit Transfer solution

• The original MOVEit Transfer zero-day vulnerability was 
assigned CVE-2023-34362 on June 2, 2023

• Additional MOVEit Transfer CVEs were disclosed and patched 
on June 9, 15, and July 6, 2023

• The Cl0p ransomware gang claimed credit for the breach of the 
MOVEit file transfer program 

• The vulnerability allowed attackers to download the data on the 
file transfer servers



MOVEit overview 
So far, 2,611 organizations have fallen victim 
to the MOVEit attack, affecting 
approximately 89 million individuals.



Business Email Compromise  

• Business Email Compromise has now reached 
an all-time high and has become much more 
sophisticated. 

• It was observed in 2023 that there was a 
167% increase in advanced email attacks, 
including business email compromise (BEC), 
phishing, malware, and extortion

• Attackers are making voice calls to provide 
new bank routing instructions, and they are 
set up to accept voice verification calls from 
their targets

Construction CompanyAttacker

Accounting DepartmentOrganization
Bank

Phishing attack 

Compromise Email 
Account

New 
Routing 
Instructions

Payment Made
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ent



Conclusions
• Attacks will continue to increase in number, 

size, and complexity as the payouts continue 
to increase

• Cybercrime is predicted to cost the world $9.5 trillion in 
2024 (Cybersecurity Ventures)

• Attackers will focus more on human 
weakness with social engineering attacks 
such as phone calls, texting, and QR codes

• Criminal organizations are motivated by the large 
payouts

• Zero Day attacks will continue to increase as 
criminal organizations invest in software 
testing and vulnerability research

• Cl0p made hundreds of millions 
off the MoveIT breach



What is the solution?



Defense-in-Depth?

• Defense-in-Depth: The application 
of multiple countermeasures in a 
layered or stepwise manner to 
achieve security objectives. The 
methodology involves layering 
heterogeneous security 
technologies in the common 
attack vectors to ensure that 
attacks missed by one technology 
are caught by another. 
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A New Defense-in-Depth Approach

Information security 
strategy integrating 
people, technology, and 
operations capabilities 
to establish multiple 
layers that Identify, 
Protect, Detect, 
Respond, and Recover 
from cyberattacks. 

Human 
 Culture | Policy | Training | Testing

Technology
 Identity | Network | End-Point | Application | Data

Operations
 Intelligence | Patching | Monitoring | Response | Recovery  



• As organizations have improved their security postures, attackers have shifted focus to 
employees 

• Culture:  Develop and maintain a culture of cybersecurity and awareness of threats 
supported by senior management.

• Policies: Implement policies to guide staff in safe cyber behaviors and operations based 
on job roles.

• Training: Provide ongoing staff training on threats to the business, safe user behaviors, 
and personal cybersecurity.

• Testing: Regular tests are performed to measure the effectiveness of training.  Retrain 
and/or reassign users based on testing results.

Human 
 Culture | Policies | Training | Testing



• Technology solutions should have the ability to prevent, stop, and detect cyber attacks.

• Identity: Implement advanced Identity and Access Management solutions to protect the 
network, endpoints, applications, and data. 

• Network: Implement network and cloud protection to prevent, stop, and detect malicious 
activity. Also, monitor for configuration changes.

• End-Point: Implement End-Point protection to prevent, stop, and detect malicious activity. Also, 
monitor for configuration changes.

• Application: Implement application protection to prevent, stop, and detect malicious activity. 
Also, implement secure-by-design application development.

• Data: Implement solutions to identify, prevent, encrypt, and monitor data. Perform air-gapped 
backups of data.

Technology
 Identity | Network | End-Point | Application | Data



• A robust security operations program is essential for preventing, detecting, and responding to 
cyber attacks. 

• Intelligence: Implement a Threat Intelligence function to monitor for cyber threats and 
vulnerabilities to the business, employees, and customers.

• Patching: Implement a prioritized vulnerability management and patching program based on 
threat intelligence and Zero-day announcements.

• Monitoring: Monitor IT systems, applications, cybersecurity technology solutions, and human 
user behavior for malicious activity.

• Response: Develop and test procedures for responding to all major types of attacks, including 
containing the attack, extortion decisions, and legal requirements.

• Recovery: Develop and test procedures for backing up and restoring all data to recover from a 
data breach or ransomware attack. 

Operations
Intelligence | Patch | Monitor | Response | Recovery



Questions Jeff Foresman
Email: jforesman@quadrantsec.com
www.quadrantsec.com

"The best way to predict the future is to create it." 
- Abraham Lincoln
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